WebSecurify iOS Edition Scanner Testing
Hackazon

Cross-site Scripting

Cross-site Scripting (XSS) is a type of web application security vulnerability which allows code
injection by malicious web users into the web pages viewed by other users. An exploited XSS
vulnerability could be used by attackers to bypass access controls, steal data, craft phishing
attacks and launch targeted attacks using browser exploits.

solution: Sanitize all user-supplied data before using it as part of dynamically generated pages
and data.

request:

GET
http://hackazon.webscantest.com/search/page/?page=2&id&brandsspricesqualityé&s
earchString=%22"'%3CizCMi%3E HTTP/1.1

request:

GET
http://hackazon.webscantest.com/search/page/?page=2&id&searchString&brands&qu
ality&price=%22"'%3CizCMi%3E HTTP/1.1

request:

GET http://hackazon.webscantest.com/search?id&searchString=%22'%$3CizCMi%3E
HTTP/1.1

Cross-site Request Forgery

Cross-site Request Forgery (CSRF) is a type of attack whereby unauthorized commands are
transmitted from a user that the application trusts. Unlike Cross-site Scripting (XSS), which
exploits the trust a user has for a particular site, CSRF exploits the trust that a site has in a user's
browser.

solution: Url and Forms that perform important operations must be protected by random tokens
(hidden nonce values). These tokens must be checked for validity at the server before the request
IS processed.


http://hackazon.webscantest.com/search/page/?page=2&id&brands&price&quality&searchString=%22%27%3CizCMi%3E
http://hackazon.webscantest.com/search/page/?page=2&id&brands&price&quality&searchString=%22%27%3CizCMi%3E
http://hackazon.webscantest.com/search/page/?page=2&id&searchString&brands&quality&price=%22%27%3CizCMi%3E
http://hackazon.webscantest.com/search/page/?page=2&id&searchString&brands&quality&price=%22%27%3CizCMi%3E
http://hackazon.webscantest.com/search?id&searchString=%22%27%3CizCMi%3E

url: http://hackazon.webscantest.com/

form: <form method="GET" action="http://hackazon.webscantest.com/search"
enctype="application/x-www-form-urlencoded" autocomplete="on"> ... </form>

url: nttp://hackazon.webscantest.com/wishlist/

form: <form method="GET" action="http://hackazon.webscantest.com/wishlist/"
enctype="application/x-www-form-urlencoded" autocomplete="on"> ... </form>

url: http://hackazon.webscantest.com/product/view?id=208

form: <form method="POST" action="http://hackazon.webscantest.com/cart/add"
enctype="application/x-www-form-urlencoded" autocomplete="on"> ... </form>

url: http://hackazon.webscantest.com/user/password

form: <form method="POST"
action="http://hackazon.webscantest.com/user/password"
enctype="application/x-www-form-urlencoded" autocomplete="on"> ... </form>

Path Disclosure

Various system paths were disclosed within the application client source code or other files. This
information could be used by attackers to make an educated guess about the application
environment and any inherited weaknesses that may come with it.

solution: It is recommended to re-examine the system path disclosures and remove their
reference from the application's source code.

path:/var/www/hackazon.webscantest.com/assets/views/main.php

request:

GET http://hackazon.webscantest.com/category/view?id=%22"'%3CizCMi%3E HTTP/1.1

path:/var/www/hackazon.webscantest.com/classes/App/Core/View.php

request:

GET http://hackazon.webscantest.com/category/view?1d=%22"'%3CizCMi%$3E HTTP/1.1



http://hackazon.webscantest.com/
http://hackazon.webscantest.com/search
http://hackazon.webscantest.com/wishlist/
http://hackazon.webscantest.com/wishlist/
http://hackazon.webscantest.com/product/view?id=208
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/user/password
http://hackazon.webscantest.com/user/password
http://hackazon.webscantest.com/assets/views/main.php
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path: /var/www/hackazon.webscantest.com/classes/App/Page.php

request:

GET http://hackazon.webscantest.com/category/view?1d=%22"'%3CizCMi%$3E HTTP/1.1

path: /var/www/hackazon.webscantest.com/classes/App/Core/BaseController.php

request:

GET http://hackazon.webscantest.com/category/view?1d=%22"'%3CizCMi%$3E HTTP/1.1

path:

/var/www/hackazon.webscantest.com/vendor/phpixie/core/classes/PHPixie/Request
-php

request:

GET http://hackazon.webscantest.com/category/view?i1d=%22"'%3CizCMi%3E HTTP/1.1

path:/var/www/hackazon.webscantest.com/classes/App/Core/Request.php

request:

GET http://hackazon.webscantest.com/category/view?id=%22"'%3CizCMi%3E HTTP/1.1

path:/var/www/hackazon.webscantest.com/classes/App/Pixie.php

request:

GET http://hackazon.webscantest.com/category/view?i1d=%22"'%3CizCMi%3E HTTP/1.1

path:/var/www/hackazon.webscantest.com/web/index.php

request:

GET http://hackazon.webscantest.com/category/view?id=%22"'%$3CizCMi%3E HTTP/1.1

path: /var/www/hackazon.webscantest.com/vendor/phpixie

request:


http://hackazon.webscantest.com/classes/App/Page.php
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http://hackazon.webscantest.com/category/view?id=%22%27%3CizCMi%3E
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http://hackazon.webscantest.com/classes/App/Pixie.php
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GET http://hackazon.webscantest.com/cart/add HTTP/1.1

path:/var/www/hackazon.webscantest.com/classes/PDOV/Query.php

request:

GET http://hackazon.webscantest.com/cart/add HTTP/1.1

path:

/var/www/hackazon.webscantest.com/vendor/phpixie/orm/classes/PHPixie/ORM/Mode
l.php ...

request:

GET http://hackazon.webscantest.com/cart/add HTTP/1.1

path:/var/www/hackazon.webscantest.com/classes/App/Model/CartItems.php

request:

GET http://hackazon.webscantest.com/cart/add HTTP/1.1

path: /var/www/hackazon.webscantest.com/classes/App/Controller/Cart.php

request:

GET http://hackazon.webscantest.com/cart/add HTTP/1.1

Autocomplete Enabled

Autocomplete should be disabled (autocomplete="0f£"), especially in forms which process
sensitive data, such as forms with password fields, since an attacker, if able to access the browser
cache, could easily obtain the cached information in cleartext.

solution: Disable the autocomplete feature (autocomplete="of£") on forms which may hold
sensitive data.

url: http://hackazon.webscantest.com/product/view?id=208

form: <form method="POST" action="http://hackazon.webscantest.com/review/send"
enctype="application/x-www-form-urlencoded" autocomplete="on"> ... </form>



http://hackazon.webscantest.com/cart/add
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url:
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D198

form: <form method="POST"

action="http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fvi

ew%3F1d%3D198" enctype="application/x-www-form-urlencoded" autocomplete="on">
</form>

url: http://hackazon.webscantest.com/user/register

form: <form method="POST"
action="http://hackazon.webscantest.com/user/register"
enctype="application/x-www-form-urlencoded" autocomplete="on"> ... </form>

url: http://hackazon.webscantest.com/bestprice

form: <form method="POST" action="http://hackazon.webscantest.com/bestprice"

enctype="application/x-www-form-urlencoded" autocomplete="on"> ... </form>

Error Disclosure

Various web errors were disclosed within the application source code or other files. This
information could be used by attackers to make an educated guess about the application
environment type, version and current configuration. In some situations these errors may indicate
a weakness which could be exploited.

solution: It is strongly recommended to ensure that any unhandled application errors are trapped

and never displayed to the user. The user should only see a generic message which contains
enough information to track the error within the application logs.

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/bestprice HTTP/1.1
Content-Type: application/x-www-form-urlencoded

userEmailé& csrf bestprice=pkDhrLuQcilScJAL7YRjsV2IKW4IgsLk
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/login HTTP/1.1
Content-Type: application/x-www-form-urlencoded
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usernameé&password
error: HTTpP/1.1 503 Service Temporarily Unavailable

request:

GET http://hackazon.webscantest.com/category/view?id=Abcl23 HTTP/1.1

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/password HTTP/1.1
Content-Type: application/x-www-form-urlencoded

email
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=208
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=208&userName&userEmail&starValues& csrf review=P7YvS4mNhiqLlEBJYnm4A
kYHUo2ECQjZ&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=187
error. HTTpP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/category/view?id=Abc123
http://hackazon.webscantest.com/user/password
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=188
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=189
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=203
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=203&userName&userEmail&starValues& csrf review=DPmg6onuWlKJSabNrjeZZR
sg025ueIlAcF&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=198&userName&userEmail&starValues& csrf review=vGWell9T9gDOSzv4WeMdh
RSibMZyfgsY&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=198


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
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http://hackazon.webscantest.com/cart/add

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=196
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=191
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=196&userName&userEmail&starvValue& csrf review=9gLj5zh9duz5MCy2NuLAC
nYo76swDr3F&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=186
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=191&userName&userEmail&starValues& csrf review=D8uAPkFpYeUmZKO0I2cV4D
gLzpnI3PDiR&textReview

error. HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=186&userName&userEmail&starvValues csrf review=5vR8dleklucsMkcz4UnDQ
3V0zKB8uKo3S&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=180
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=180&userName&userEmail&starValues& csrf review=fWnPvvdTHS1O0AgE9SsWZn
wWKrpyQO0Ijf&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D198 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D196 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error:. HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D198
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D198
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D196
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D196

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D191 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D186 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D180 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/register HTTP/1.1
Content-Type: application/x-www-form-urlencoded

first name&last name&username&emailé&passwordépassword confirmation
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=64
error:. HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D191
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D191
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http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D180
http://hackazon.webscantest.com/user/register
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POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=64&userName&userEmail&starValue& csrf review=oKsf90fAO0bzPrUOakiOnGp
CD6Pw9gVg2&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=81
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=16
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=8l&userName&userkEmail&starValue& csrf review=BQFTg60PmluACESU8RK37d
ZErkUKpEzJ&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=16&userName&userEmailé&starValue& csrf review=6WOYEeGlbZf91lnm8iftw3B
8bbpZn2wgr&textReview

error. HTTpP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded



http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add

product id=18
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=21
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=21&userName&userEmail&starValue& csrf review=rZhBJIVRmFYVtyCfgLJhjOE
ZPrjMPAlsR&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=18&userName&userkEmailé&starValue& csrf review=zktDGZhYMyOSesHt7ZZRwcb
ROIOvyhzIlé&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=130&userName&userEmail&starValue& csrf review=ctsrmnLprnzKKetLNec]]
ibIf0ZilH6j&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product 1d=130


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=85
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=85&userName&userEmail&starValue& csrf review=cINg3Ngif3wRz84WwKeQsY
PZD4Czmfjr&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=113
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=113&userName&userEmail&starValues& csrf review=BNWkCl98lawveg6jHnoQy
4aj752WzzyK&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=52
error. HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=52&userName&userEmail&starValue& csrf review=112VHkoLTN8IbeSpkZgwgz
4PpVyo7bb6Y&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=22
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=22&userName&userEmail&starValue& csrf review=w4LL8hUgHWrkuIKo6359cS
nRkUYcniHG&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=53
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=53&userName&userEmail&starValue& csrf review=Hzan3CbuMFg4UyIeJeVbDZ
KuV4CliPs7&textReview

error. HTTpP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded



http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send

productID=47&userName&userEmail&starValue& csrf review=AGj8r7z2hDTOZD02wYP7Es
WlkYllYwV5&textReview

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product 1id=82
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=82&userName&userEmail&starValue& csrf review=A4CHBYblkR4PfrgtEoL3gm
nusYejyths&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=62
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=62&userName&userEmail&starValue& csrf review=nBaEdzvhNB4cuSzMwOJ4jC
t71EMajMHF&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product i1d=182


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=47
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=182&userName&userEmail&starValues& csrf review=ZjN6Raowl5ih6bzTdf7b0
nZ5kWNOr5D4&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=26
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=31
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=26&userName&userEmail&starValue& csrf review=qCSEhIHiVMImOgYF40PaRS
WBeAe3obfZ&textReview

error. HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=31&userName&userEmailé&starValue& csrf review=ZeOdlRmdSRGtDw74DEOTHuU
1TzzPYkgIT&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=9
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=9&userName&userEmail&starValue& csrf review=cYeceGWtzPyrtbBkobIiHUl
zZzAvSYHKSJ&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/bestprice HTTP/1.1
Content-Type: application/x-www-form-urlencoded

userEmail=Abcl23& csrf bestprice=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D64 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/bestprice
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D64
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D64

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D81 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D16 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D18 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D21 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D130 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username&password


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D81
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D81
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D16
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D16
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D18
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D18
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D21
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D21
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D130
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D130

error:. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D85 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error:. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D113 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D52 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D22 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D53 HTTP/1.1



http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D85
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D85
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D113
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D113
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D52
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D52
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D22
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D22
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D53
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D53

Content-Type: application/x-www-form-urlencoded

usernameé&password
error:. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D47 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D62 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D82 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D182 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D47
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D47
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D62
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D62
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D82
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D82
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D182
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D182

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D31 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D9 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D26 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=37
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=37&userName&userkEmail&starValue& csrf review=z1DSctVsBgsufJ015VZCK4
fGDALuYBzCé&textReview

error: HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D31
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D31
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D9
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D9
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D26
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D26
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D37 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTpP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product 1id=63
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=63&userName&userkEmail&starValue& csrf review=Bs3KJwsFYnocngpheN8tBW
1CgAZBokAQ&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=83
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=83&userName&userEmail&starValue& csrf review=8VacKEdQZOIIGWCwftO4Io
GaEtuFljhH&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded



http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D37
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D37
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add

product id=119
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=119&userName&userEmail&starvValues& csrf review=WDECyKFmvz4NSIInWYKAN
zPfghgKOc90&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=116&userName&userEmail&starValues& csrf review=EPEJbSfYTMzREIKDOQz9w
JZHccEfYk9Z&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=116
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=23
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=23&userName&userEmail&starValue& csrf review=acjdHgzQplVwVow95bQsUJ
hkiDQODg9cVé&textReview


http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send

error:. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%$2Fcheckout%2Fshipping
HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/login HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=207
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=207&userName&userEmail&starValues csrf review=cNZcf46SzGORqgdTBpzBLO
rLOwQbnRSfi&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=202

error. HTTP/1.0 500 Internal Server Error


http://hackazon.webscantest.com/user/login?return_url=%2Fcheckout%2Fshipping
http://hackazon.webscantest.com/user/login
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1

Content-Type: application/x-www-form-urlencoded

product id=197

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1

Content-Type: application/x-www-form-urlencoded

productID=202&userName&userEmail&starvValue& csrf review=0OW7G8FchIrTJLNE1rQOIT

JYtqjDdAhU8&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1

Content-Type: application/x-www-form-urlencoded

productID=197&userName&userEmail&starValues& csrf review=QgKH95BivmaooeaHyyubk

P330cMZUn2A&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D63 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username&password

error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D116 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username&password

error:. HTTP/1.0 500 Internal Server Error


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D63
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D63
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D116
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D116

request:

POST http://hackazon.webscantest.com/user/password HTTP/1.1
Content-Type: application/x-www-form-urlencoded

email=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D119 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D83 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.1 503 Service Temporarily Unavailable

request:

GET
http://hackazon.webscantest.com/search/page/?page=Abcl23&id=Abcl23&searchStri
ng=Abcl23&brands=Abcl23&price=Abcl23&quality=Abcl23 HTTP/1.1

error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D202 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username&password

error:. HTTP/1.0 500 Internal Server Error


http://hackazon.webscantest.com/user/password
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D119
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D119
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D83
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D83
http://hackazon.webscantest.com/search/page/?page=Abc123&id=Abc123&searchString=Abc123&brands=Abc123&price=Abc123&quality=Abc123
http://hackazon.webscantest.com/search/page/?page=Abc123&id=Abc123&searchString=Abc123&brands=Abc123&price=Abc123&quality=Abc123
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D202
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D202

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D197 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTp/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/login?return url=%2Fwishlist
HTTP/1.1
Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/login?return url=%2Fwishlist%2F
HTTP/1.1
Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=209
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=209&userName&userEmail&starValues& csrf review=Am3Bkz5TonCNaALCuylzp
uwSzuTduzfJ&textReview

error. HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D197
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D197
http://hackazon.webscantest.com/user/login?return_url=%2Fwishlist
http://hackazon.webscantest.com/user/login?return_url=%2Fwishlist%2F
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=210
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=210&userName&userEmail&starValue& csrf review=jjpUOzmZkaMeoM3nudaKO
dv6Zagy4cSb&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=204
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=204&userName&userEmail&starValues& csrf review=7IqJlV2twkyiZZzovJshu
PMZzgFvcE6I&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=205
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded



http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send

productID=205&userName&userEmail&starValues& csrf review=TZNcCoU8wIv4EWG1YdhHV
RJjzRzpQVKu&textReview

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=206
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=199
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=199&userName&userEmail&starValues& csrf review=Myes0s685zzkm5Z8WOEz9
sd4gzIjaGzUK&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=200
error. HTTpP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=206&userName&userEmail&starValue& csrf review=d4jiM4zbVPhj79gziU39fv
07EguoDYKEk&textReview


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=201
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=200&userName&userEmail&starValues& csrf review=sBvMF86sMTz0cBH4NSvO1
drJhVUJEIaE&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=20l&userName&userEmail&starValue& csrf review=EorSVj7P349GgQpglYJpR
6vonHfWkegi&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=195
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=190
error. HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/cart/add

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=195&userName&userEmail&starvValues csrf review=F2K8IZbzHAwZ5jBvtuuPr
yZ2YA6ghmwz &textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=190&userName&userEmail&starValues& csrf review=ijkhFcDJ98ctUu896F4ow
uzvOzLa8DHké&textReview

error:. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D209 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=185
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=185&userName&userEmail&starValues& csrf review=NIaZpRbsz4bBUcpQODwWG
Rnr75c9AlzJ&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1



http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D209
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D209
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add

Content-Type: application/x-www-form-urlencoded

product id=193
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=193&userName&userEmail&starValues& csrf review=zm3CbuljPDuJQiplo62II
1In95wnVgnCK&textReview

error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=192
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D210 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D204 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded



http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D210
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D210
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D204
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D204
http://hackazon.webscantest.com/review/send

productID=192&userName&userEmail&starValues& csrf review=Pz9broGUIlKTDHyiV722M7
F41ig7fDCi8&textReview

error:. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D205 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D206 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=194
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D199 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error:. HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1



http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D205
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D205
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D206
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D206
http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D199
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D199
http://hackazon.webscantest.com/review/send

Content-Type: application/x-www-form-urlencoded

productID=194&userName&userEmail&starvValues& csrf review=mVgArzt755zUzCOcRc5Fg
iOMoIYbL2Np&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=187&userName&userEmail&starValues& csrf review=£56GjgMIhaEKFOIzzLmDB
ALFfREmimlu&textReview

error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D200 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=188&userName&userEmail&starValues& csrf review=71Q1Iok34ipEvrMgUVJma
zA521UY5btm&textReview

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1
Content-Type: application/x-www-form-urlencoded

productID=189&userName&userEmail&starValue& csrf review=ghta9UpnSh49mDOEBJcJl
zQeIgO0iibSwl&textReview

error: HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D200
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D200
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D201 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D195 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D208 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D190 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/cart/add HTTP/1.1
Content-Type: application/x-www-form-urlencoded

product id=Abcl23

€rror: HTTP/1.1 503 Service Temporarily Unavailable


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D201
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D201
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D195
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D195
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D208
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D208
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D190
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D190
http://hackazon.webscantest.com/cart/add

request:

GET http://hackazon.webscantest.com/cart/add HTTP/1.1

error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/review/send HTTP/1.1

Content-Type: application/x-www-form-urlencoded

productID=Abcl23&userName=Abcl23&userEmail=Abcl23&starValue=Abcl23& csrf revi

ew=Abcl23&textReview=Abcl23

error: HTTp/1.1 503 Service Temporarily Unavailable

request:

GET http://hackazon.webscantest.com/review/send HTTP/1.1

error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D185 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username&password

error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid$%

3D193 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username&password

error: HTTP/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/cart/add
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/review/send
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D185
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D185
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D193
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D193

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D192 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D203 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D194 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/login?return url=Abcl23 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D198 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23

error. HTTP/1.0 500 Internal Server Error


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D192
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D192
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D203
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D203
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D194
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D194
http://hackazon.webscantest.com/user/login?return_url=Abc123
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D198
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D198

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D196 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D191 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D186 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D180 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/register HTTP/1.1
Content-Type: application/x-www-form-urlencoded

first name=Abcl23&last name=AbclZ23&username=Abcl23&email=Abcl23&password=Abcl
23&password confirmation=Abcl23


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D196
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D196
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D191
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D191
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D186
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D186
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D180
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D180
http://hackazon.webscantest.com/user/register

error:. HTTP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D64 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D81 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D16 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D18 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D21 HTTP/1.1



http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D64
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D64
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D81
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D81
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D16
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D16
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D18
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D18
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D21
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D21

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D130 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D85 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D113 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D22 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D130
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D130
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D85
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D85
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D113
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D113
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D22
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D22

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D52 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D53 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D47 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D62 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D82 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D52
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D52
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D53
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D53
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D47
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D47
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D62
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D62
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D82
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D82

error:. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D182 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D9 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D31 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D26 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D37 HTTP/1.1



http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D182
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D182
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D9
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D9
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D31
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D31
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D26
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D26
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D37
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D37

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D23 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

usernameé&password
error. HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fcheckout%2Fshipping
HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D63 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D116 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D23
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D23
http://hackazon.webscantest.com/user/login?return_url=%2Fcheckout%2Fshipping
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D63
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D63
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D116
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D116

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D119 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D83 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D202 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D197 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/login?return url=%2Fwishlist
HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23

error. HTTP/1.0 500 Internal Server Error


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D119
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D119
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D83
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D83
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D202
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D202
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D197
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D197
http://hackazon.webscantest.com/user/login?return_url=%2Fwishlist

request:

POST http://hackazon.webscantest.com/user/login?return url=%2Fwishlist%2F
HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D209 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D210 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D204 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D205 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23


http://hackazon.webscantest.com/user/login?return_url=%2Fwishlist%2F
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D209
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D209
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D210
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D210
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D204
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D204
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D205
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D205

error:. HTTP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D206 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D199 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D200 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D195 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D201 HTTP/1.1



http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D206
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D206
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D199
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D199
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D200
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D200
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D195
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D195
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D201
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D201

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D208 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTpP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D190 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D185 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST
http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%

3D193 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D208
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D208
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D190
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D190
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D185
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D185
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D193
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D193

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D192 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTp/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview%3Fid%
3D203 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D194 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST http://hackazon.webscantest.com/user/login?return url=Abcl23 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23
error: HTTP/1.0 500 Internal Server Error

request:

POST

http://hackazon.webscantest.com/user/login?return url=%2Fproduct%2Fview$3Fid%
3D23 HTTP/1.1

Content-Type: application/x-www-form-urlencoded

username=Abcl23&password=Abcl23


http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D192
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D192
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D203
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D203
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D194
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D194
http://hackazon.webscantest.com/user/login?return_url=Abc123
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D23
http://hackazon.webscantest.com/user/login?return_url=%2Fproduct%2Fview%3Fid%3D23

Banner Disclosure

The server or application disclosed its type and version. This information could be used by
attackers to make an educated guess about the application environment and any inherited
weaknesses that may come with it.

solution: It is recommended to prevent the application from disclosing its type and version.

banner: server: Apache/2.2.22 (Debian)

request:

GET http://hackazon.webscantest.com/ HTTP/1.1

banner: x-pPowered-By: PHP/5.4.4-14+deb7u9

request:

GET http://hackazon.webscantest.com/ HTTP/1.1
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